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Abstract

Insider threats pose significant risks to organizations, particularly in cyberse-
curity, where individuals with authorized access can misuse their privileges to
cause data breaches, financial losses, or operational disruptions. This study ex-
plores the vulnerabilities within NamPost’s organizational structure that could
be exploited by insider threats, aiming to develop a tailored detection and pre-
vention model. A qualitative research approach was employed, involving semi-
structured interviews with 10 participants from NamPost’s ICT department.
The findings reveal that high stress, job dissatisfaction, inadequate access con-
trols, and insufficient employee training contribute to insider threats. Partici-
pants emphasized the need to foster a supportive organizational culture and
implement robust access control measures to mitigate risks. This article dis-
cusses these findings, situates them within broader literature, and provides ac-
tionable recommendations to strengthen NamPost’s resilience against insider
threats.
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Keywords
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1. Introduction

Insider threats refer to security risks posed by individuals within an organization

who have authorized access to its systems, networks, or data [1]. Factors such as
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financial difficulties, relationship conflicts, substance abuse, blackmail, dissatis-
faction with the organisation and job increase the instances of insider threats [2].
These threats often arise from employees, contractors, or business partners who
abuse or inadvertently mishandle their access, leading to data breaches, financial
loss, or operational disruptions [3]. Insider threats are particularly concerning cy-
bersecurity because insiders are already within the organization’s security perim-
eter, making it difficult to detect malicious activity compared to external attacks
[1].

The motivations behind insider threats vary widely and can include personal
gain, ideological beliefs, dissatisfaction with the organization, or coercion by out-
side forces [4]. Insiders with privileged access, such as system administrators or
senior managers, often represent a higher risk due to the extent of their access to
sensitive systems and data. Furthermore, insider threats are difficult to predict, as
they may stem from individuals with no previous red flags [5]. [1] state that inside
threats cause so many challenges in securing organisations cyber space.

Detecting insider threats poses a unique challenge for organizations, as the activ-
ity may appear normal and can blend in with legitimate operations [6]. Traditional
security measures like firewalls and intrusion detection systems are less effective
against insider threats, which require advanced behavioral monitoring and data an-
alytics to detect anomalies. Additionally, maintaining a balance between security
and employee privacy adds to the complexity of insider threat management [7].

The impact of insider threats on organizations can be severe, leading to finan-
cial loss, reputational damage, and regulatory penalties. For instance, an insider
attack involving sensitive data theft may expose an organization to significant li-
abilities, including lawsuits and regulatory fines [8]. Insider threats are especially
prevalent in industries dealing with highly sensitive data, such as financial insti-
tutions, healthcare providers, and government agencies, where the potential con-
sequences of data breaches are particularly high [9].

[10] highlighted that substantial research has been conducted globally on vari-
ous strategies to prevent and mitigate insider threats, particularly concerning the
leakage of sensitive information. However, in Namibia, studies on insider threats
remain scarce. Consequently, this study aimed to identify vulnerabilities within
NamPost’s organizational structure that could be exploited by insider threats.

This article is organized into the following sections: introduction, methodology,

results, analysis, discussion, and conclusion.

2. Methodology

This study employed qualitative research methods to gather narrative and visual
data, aiming to gain in-depth insight into the vulnerabilities and risk factors
within NamPost’s organizational structure that contribute to insider cybersecurity
threats. A qualitative research approach was selected as it allows for the explora-
tion of complex phenomena through rich, detailed data. This approach was deemed

suitable for understanding insider threats, a nuanced issue requiring insights into
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organizational dynamics, employee behavior, and systemic vulnerabilities.

The target population for this study consisted of staff members within Nam-
Post’s ICT department, based in Windhoek. The study focused on this specific
population due to their direct involvement with organizational cybersecurity sys-
tems and protocols. The sample size was determined using the principle of data
saturation, defined as the point at which no new information or themes emerge
from the data [11]. Data saturation ensures the comprehensiveness and reliability
of qualitative findings. For this study, saturation was achieved with a sample size
of 10 participants.

Data was collected through face-to-face, semi-structured interviews, each last-
ing approximately 15 to 20 minutes. This method was chosen for its flexibility and
ability to elicit detailed responses while allowing the researcher to probe further
into specific areas of interest. An interview guide was used to ensure consistency
across interviews while allowing room for participants to share their experiences
and insights. The study adhered to ethical research practices, including obtaining
informed consent from all participants. Confidentiality was maintained through-
out, and participants were assured that their responses would be used solely for

research purposes.

3. Prepare Your Paper before Styling

The participants were asked to describe any specific technological or procedural
vulnerabilities that they have identified within NamPost that could be exploited
by insiders.

Here are the responses from the participants.

“When employees are under high stress or dissatisfied with their jobs, they
may become more susceptible to engaging in malicious activities or negli-
gence, driven by feelings of frustration or disengagement. This negative emo-
tional state can erode their commitment to organizational policies and ethi-
cal standards, making them more likely to bypass security protocols or seek
personal gain through unauthorized access to sensitive data”.

“High stress and job dissatisfaction can exacerbate the risks associated with
insider cyber-attacks by influencing employees’ cultural behavior and deci-
sion-making. When employees are under significant stress or unhappy in
their roles, they may become more prone to engaging in risky or malicious
behavior as a coping mechanism or due to a sense of resentment”.

“High stress and job dissatisfaction can profoundly affect employee perfor-
mance and relationships within an organization. When employees experi-
ence significant stress or dissatisfaction, their performance often suffers due
to decreased motivation, focus, and productivity. They may struggle with
meeting deadlines, producing high-quality work, or maintaining the effi-
ciency required for their roles”.

“My views on the relationship between performance and cultural or behavioral

factors at NamPost are that employees generally perceive a significant rela-
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tionship between performance, interpersonal relationships, and cultural or
behavioral factors when it comes to insider cyberattacks. I recognize that a
positive work environment, characterized by strong relationships and a sup-
portive culture, can enhance overall performance and reduce the likelihood
of insider threats”.

“When access controls are inadequate, unauthorized individuals may gain
entry to confidential information, leading to potential data breaches or mis-
use of sensitive resources. This lack of control can result in various threats,
including data theft, unauthorized alterations, and disruptions to operational
processes. Additionally, insufficient access controls can undermine compli-
ance with regulatory requirements, exposing NamPost to legal penalties and
reputational damage. The risk is further amplified if insiders exploit these
weaknesses for personal gain or malicious purposes”.

“The risks of Insider cyber-attack that I know of Insufficient access controls
expose an organization to several risks, including unauthorized data access,
data breaches, and system vulnerabilities”.

“When access controls are weak, unauthorized users, whether external hack-
ers or internal employees, may exploit these gaps to gain access to sensitive
data and systems. This lack of control can be exacerbated by technological
vulnerabilities, such as outdated software or unpatched systems, which can
be easily exploited to facilitate unauthorized access or data breaches”.

“In my opinion, firstly, clear and well-communicated policies and proce-
dures help employees understand their role in maintaining cybersecurity,
which can foster a culture of vigilance and responsibility. By involving em-
ployees in the development process and actively seeking their feedback, or-
ganizations can address potential concerns and tailor strategies to fit the ac-
tual work environment, making them more practical and effective”.
“Employees feel that they are not valued. Some employees feel that regular
training and awareness programs engage them, keeping them informed
about emerging threats and best practices for preventing insider attacks.
When employees feel valued and included in the security process, they are
more likely to cooperate and adhere to security measures, enhancing overall
organizational defense”.

“I would say it’s both good and bad; on the positive side, effective develop-
ment of these strategies fosters a culture of security awareness and responsi-
bility among employees, which is crucial for preventing insider threats. En-
gaged employees are more likely to adhere to security policies, participate in
training, and report suspicious activities, thus enhancing the organization’s

overall security posture”.

4. Analysis of Findings

The findings reveal critical themes related to technological and procedural vulne-

rabilities at NamPost, emphasizing insider threats, cultural and behavioural factors,
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access control issues, and the role of organizational strategies in cybersecurity. Below

is the thematic analysis based on the participants’ responses.

4.1. Stress and Job Dissatisfaction as Drivers of Insider Threats

Stress and job dissatisfaction have been identified as critical factors contributing
to insider threats. According to [12], both stress and lack of satisfaction can serve
as precursors to insider crimes, with stressed employees more likely to engage in
behaviors that compromise organizational security. Emerging approaches, such as
stress recognition through keystroke dynamics, offer non-invasive methods for de-
tecting potential insider threats [13]. Furthermore, environmental factors, such as
improper ambient temperatures, have been shown to induce stress, thereby increas-

ing the risk of insider threats among both blue- and white-collar workers [14].

To mitigate these risks, organizations should adopt strategies that prioritize
positive reinforcement. As suggested by [15], fostering perceived organizational
support and promoting a sense of justice through positive incentives can effec-
tively complement traditional negative deterrents. Key measures include enhanc-
ing job engagement, cultivating a sense of connectedness among coworkers, and
demonstrating organizational support, all of which align employee interests with
those of the organization [15]. Moreover, implementing a psychosocial model to
assess employee behavior and identify individuals at risk can serve as an effective
tool for insider threat prevention [12].

Key Considerations
¢ Emotional State: Chronic stress and job dissatisfaction can lead to frustration

and disengagement, undermining employees’ commitment to ethical stand-
ards and security policies.

¢ Behavioral Risks: Employees under stress may exhibit risky or malicious be-
haviors, often such as coping mechanisms or expressions of resentment, fur-
ther exacerbating organizational vulnerabilities.

e Performance Impact: Job dissatisfaction can erode productivity, impair focus,
and hinder adherence to deadlines, indirectly contributing to security lapses
and operational inefficiencies.

A stressed and dissatisfied workforce represents a significant vulnerability, as
emotional and behavioral issues can compromise employees’ ability to adhere to
security protocols and contribute effectively to organizational objectives. Address-
ing these challenges through proactive stress management, employee engagement,
and organizational support is crucial for reducing the risk of insider threats and

fostering a secure and productive work environment [1].

4.2. Cultural and Behavioral Influences on Security Practices

Cultural differences play a significant role in moderating relationships within be-
havioral models for protective information technologies. As highlighted by [16],
this underscores the critical need for culturally-tailored security policies and prac-

tices to address the diversity of organizational environments. Recognizing the pivotal
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role of human factors in cybersecurity, researchers have increasingly examined

the interplay of culture, behavior, and social media usage to assess individuals’

susceptibility to cybercrime. Such insights are instrumental in designing more ef-

fective information security awareness training programs [17].

To mitigate insider threats and foster a robust cybersecurity culture, organiza-
tions should consider the following measures.

e Work Environment: Cultivating a supportive workplace culture that empha-
sizes strong interpersonal relationships enhances employee performance and
reduces the likelihood of insider threats. A collaborative and trust-driven en-
vironment can significantly decrease malicious or negligent behavior.

¢ Engagement and Inclusion: Actively involving employees in the development
and implementation of cybersecurity strategies fosters a sense of ownership
and cooperation. When employees feel valued and included, they are more
likely to adhere to security protocols and contribute positively to organiza-
tional security.

¢ Responsibility Culture: Encouraging a culture of vigilance and accountability
is essential for promoting adherence to security measures. Employees who are
trained to recognize and report suspicious activities can act as the first line of
defense against potential threats.

The integration of positive cultural and behavioral factors into organizational
practices enhances overall security by reducing risks associated with insider
threats. Therefore, prioritizing cultural alignment and employee engagement
within cybersecurity frameworks is not only a strategic necessity but also a prac-

tical approach to safeguarding organizational assets.

4.3. Technological and Procedural Weaknesses

Technological factors frequently complicate adherence to cybersecurity policies
due to the operational burden they place on employees. As noted by [18], the
practical demands of security systems—such as the continuous stream of software
updates, multifactor authentication, and password management protocols—can
overwhelm employees, leading to fatigue and decreased compliance. Further-
more, technological and procedural controls alone are often insufficient in pre-
venting data theft and other malicious actions by insiders [19]. The increasing
reliance on interconnected systems and cyberspace further amplifies organiza-
tional vulnerabilities to insider threats, as highlighted by [20].
Key Vulnerabilities
e Access Control Gaps: Inadequate access controls enable unauthorized indi-
viduals to access sensitive information, resulting in potential breaches, misuse
of resources, and compromised confidentiality.
e Outdated Systems: Unpatched software and outdated IT systems exacerbate
vulnerabilities, creating exploitable gaps that both internal and external actors
can leverage.

¢ Regulatory Compliance Risks: Weak technological controls can lead to non-
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compliance with regulatory standards, exposing organizations to significant
reputational and financial penalties.

To mitigate these risks, organizations must prioritize the strengthening of ac-
cess control mechanisms and ensure that systems and software are regularly up-
dated and patched. Proactive measures such as role-based access controls (RBAC),
timely software updates, and robust compliance monitoring are essential for min-
imizing exploitation opportunities, enhancing cybersecurity resilience, and main-

taining adherence to legal and regulatory requirements.

4.4. Importance of Training, Awareness, and Policies

According to [18], employees often struggle with the growing complexity of cy-

bersecurity requirements, particularly in organizations that lack sufficient train-

ing and engagement initiatives. The authors emphasize that to enhance the im-

plementation of cybersecurity policies, organizations must prioritize continuous

and practical training programs for employees across all departments. Such initi-
atives are critical for fostering compliance and raising awareness of cybersecurity

risks [18].

To mitigate insider threats effectively, organizations should consider the fol-
lowing strategies.
¢ Employee Training: Regular and targeted training programs keep employees

informed about emerging cybersecurity threats and equip them with best prac-
tices to handle potential risks.

e Policy Clarity: Clearly communicating cybersecurity policies ensures that em-
ployees understand their roles and responsibilities, thereby fostering a culture
of vigilance and accountability.

¢ Employee Value Perception: Employees who feel valued and included in the
cybersecurity process are more likely to demonstrate cooperation and com-
mitment to adhering to security measures.

Engaging employees in security awareness initiatives and involving them in
strategy development enhances policy adherence and strengthens the organiza-
tion’s overall security posture. A workforce that is well-informed, valued, and ac-
tively engaged becomes a key asset in mitigating insider threats and safeguarding

organizational assets.

5. Discussions

Research highlights the critical impact of employee well-being on organizational
security. High stress and dissatisfaction correlate with increased risks of insider
threats, as employees may engage in malicious activities out of frustration or dis-
engagement. [21] suggests that job dissatisfaction can erode commitment to secu-
rity policies and ethical standards, making employees more susceptible to insider
attacks. Similarly, [22] emphasizes that stress can impair decision-making, leading
to negligence or risky behavior that compromises security.

A positive work environment and supportive culture can significantly reduce
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the risk of insider threats. [23] found that organizations with strong interpersonal
relationships and a culture of mutual trust are less likely to experience insider-re-
lated incidents. Furthermore, [24] stresses that fostering a sense of responsibility
and vigilance among employees enhances adherence to security protocols and
proactive threat reporting, thereby strengthening organizational defense mecha-
nisms.

The literature underscores the importance of robust access controls and up-
dated systems in mitigating cybersecurity risks. Weak access management is a
critical vulnerability that can be exploited by insiders and external attackers alike
[4]. Additionally, outdated software and unpatched systems exacerbate these
risks, as highlighted by [25], who argue that maintaining updated technological
infrastructure is key to preventing unauthorized access and ensuring compliance
with regulatory standards.

Employee training and clear communication of security policies are pivotal in
mitigating insider threats. [26] suggest that regular training programs enhance
employees’ ability to recognize and respond to emerging threats. Moreover, en-
gaging employees in developing and implementing cybersecurity strategies fosters
a sense of inclusion and cooperation, reducing the likelihood of non-compliance
[8]. Employees who feel valued and informed are more likely to adhere to security
measures, as supported by [27], who advocate for inclusive and participatory ap-

proaches in organizational cybersecurity initiatives.

6. Conclusions

Insider threats present a critical challenge to NamPost, as they exploit vulnerabil-
ities inherent in organizational structures, employee behavior, and technological
systems. The findings of this study highlight the interconnectedness of stress, job
dissatisfaction, insufficient access controls, and a lack of training in amplifying
the risks of insider threats.

To mitigate insider threats, NamPost should foster a supportive workplace en-
vironment to address employee stress and dissatisfaction, enhance engagement,
and reduce potential risks. Strengthening access control mechanisms, such as
multi-factor authentication and role-based access policies, is essential to restrict
unauthorized access to sensitive information. Regular cybersecurity awareness
training, incorporating simulated insider threat scenarios, can empower employ-
ees to recognize and prevent malicious activities. Additionally, NamPost should
implement advanced monitoring tools, such as behavioral analytics, to detect
anomalous activities and conduct regular system audits to identify and address
vulnerabilities. Clear cybersecurity policies, coupled with confidential reporting
channels for suspected threats, will further promote a culture of vigilance and re-

sponsibility, ensuring enhanced organizational resilience.
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